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Preface 
This guide explains how to use the SureLog platform software. 

Intended Audience 
The reader should have experience in system administration along with networking and information 

security. In addition, they should be comfortable in installing software on distributed enterprise servers 

and understand TCP/IP networking and remote logging. Familiarity with network protocols and 

standards is also highly recommended.  

Technical Support 
Customers requiring technical assistance can reach our support representatives through telephone or 

email: 

E-mail Address: 

Please send a detailed email to support@anetusa.net 

 

Chapter 1. Introduction to SureLog 
 

As Information Technology (IT) becomes the center of today‘s wired enterprise, organizations are 

under increasing pressure to implement best practices to better control growing security, risk, and 

compliance challenges. These challenges include internal and external threats, operational issues, 

intellectual property protection, privacy, and even regulatory mandates. Even though there has been a 

great emergence of network security centers and risk management groups to help remedy this 

situation, they have discovered that no one tool completely integrates security, risk, and compliance. 

As a result, numerous organizations are forced to bundle tools from multiple vendors to achieve their 

security and compliance goals. However, these techniques result in disparate silos of data that are 

costly and complex to manage. SureLog software attempts to resolve this issue for its customers.  

For custom or non-supported data types, SureLog includes a universal parser to map any 

data feed into a data store. Once the data is collected, full record fidelity is maintained to ensure 

the forensic and evidentiary capabilities of the data. From there, the data is encrypted -a best 

practice required by numerous regulations including PCI. Finally, the stored data is compressed at a 

rate of 15:1 to control storage costs. 

SureLog's correlation engine is unmatched in the industry because it correlates not just log 

data, but all other data types that are collected and parsed. SureLog also provides over 1,000 security 

and compliance metrics-based reports, letting users quickly gain visibility into 

infrastructure activities across lines of business, locations, and applications. These reports are 

viewable from a secure onscreen portal or they can exported into HTML, PDF, and various other 

formats. 
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Comprehensive Log Data Collection and Log Management 

It is imperative that a true log management and analysis solution have the ability to collect log 

data across an enterprise regardless of its source. The solution must also be able to present the 

logs in a uniform and consistent manner, while managing the state and location for efficient 

access to the data. The SureLog solution was designed to address these needs along with the 

following: 

 The ability to collect any type of log data regardless of source 

 The ability to collect log data with or without installing an agent on the log source 

device, system or application 

 The ability to "normalize" any type of log data for more effective reporting and 

analysis 

 The ability to "scale-down" for small deployments and "scale-up" for extremely large 

environments 

 An open architecture allowing direct and secure access to log data via third-party 

analysis and reporting tools 

 A role-based security model providing user accountability and access control 

 Automated archiving for secure long-term retention 

 Wizard-based retrieval of any archived logs within seconds 

Cross-Platform Log Collection 

Today's IT operations require many technologies such as routers, firewalls, switches, file 

servers, and applications.  SureLog is designed to collect information from these tools through 

intelligent use of agent-less and agent-based techniques. 

Windows Event Logs:  Agent-less or Agent-based 

Many Windows-based applications write their logs to an Application Event Log or a custom 

Event Log. SureLog has the ability to collect all types of Windows Event Logs with or 

without the use of an agent. 

 

 

 

 

 

 

 

Supported Firewalls 

SureLog is compatible with the following firewall devices. 

NetFlow Log Support  



Cisco Cisco ASA NetFlow Log  

Firewall Log Support 

Company Name Device/Version (versions up to) 
WELF 

Certified 

Other Log 

Format 

3Com 

3Com X-family Version 3.0.0.2090 or 

later.  

But earlier versions will work to a lesser 

extent. 

  
 

Anchiva Secure Gateway Series 200, 500, 800, 1000, 

2000  

  
 

Applied Identity Identiforce   
 

ARKOON Network 

Security 
ARKOON 2.20 

 

  

Astaro Astaro Security Linux v7.0, v8.0  
  

Aventail Extranet Center v3.0 
 

  

AWStats Most versions    
 

Barracuda VF250 Version 5.4.1 
  

BlueCoat SG Series, Proxy Server   
 

CheckPoint Log import from most versions, VSX 

Firewalls, LEA support for R54 and above 
  

 

Cimcor CimTrak Web Security Edition 
 

  

Cisco Systems 

Cisco Pix Secure Firewall v 6.x, 7.x, Cisco 

ASA, Cisco IOS 3005, 1900, 2911, 3925, 

Cisco FWSM, Cisco VPN Concentrator, 

Cisco CSC-SSM Module 6.3.x,  

Cisco SSL WebVPN or SVC VPN, Cisco 

IronPort Proxy, Cisco Botnet module  

  
 

Clavister Most versions    
 

CyberGuard CyberGuard Firewall v4.1, 4.2, 4.3, 5.1 
 

  



Cyberoam Cyberoam Firewall Version: 9.5.4   
 

D-Link Most DFL versions   
 

DP Firewalls  DP Firewall 1000-GE   
 

Electronic 

Consultants 
IPTables Firewall   

 

Fortinet 

FortiGate family, Webfilter, DLP, IPS modules, 

and IPSec, SSL VPN - v300A, v310B, FortiOS 5.x 

VPN  
  

FreeBSD Most versions   
 

Funkwerk UTM  Funkwerk Enterprise Communications    
 

Global 

Technologies 
Gnatbox (GB-1000) 3.3.0+ 

 

  

IPCop IPCop Firewall Version 1.4.17 / 1.4.18 
 

  

Ingate Ingate firewall: 1200, 1400, 1800/1880 
 

  

Inktomi Traffic Server, C—Class and E—Class 
 

  

Juniper Networks 

 Juniper SRX series 

SRX100, SRX210, SRX220, SRX240, 

SRX650, SRX1400, SRX3400, SRX3600, 

SRX5600, SRX5800 

 NetScreen series 

NetScreen most versions of Web Filter & 

Spam Modules 

 IDP, SSL VPN series 

4500 & 6500, New Format Logs 

 ISG series 

2000 

 6360, 8350 series 

 

 



Kerio Winroute   
 

Lenovo Security 

Technologies 
LeadSec   

 

Lucent Security Management Server V. 6.0.471   
 

McAfee  

(formerly Secure 

Computing) 

SnapGear, SG580, Sidewinder (uses SEF 

Sidewinder Export Format),  

Firewall Enterprise - Sidewinder (S4016) 

  

Microsoft 

Microsoft ISA (Firewall, Web Proxy, 

Packet Filter, Server 2006 VPN)  

Server 2000 and 2004, W3C log format 

Threat Management Gateway (TMG) 

  
 

NetApp NetCache   
 

NetASQ F10, F100 v3.x v8 
 

  

NetFilter Linux Iptables   
 

Netopia S9500 Security Appliance v1.6 
 

  

Network-1 CyberwallPLUS-WS and CyberwallPLUS-SV  
 

  

Opzoon Firewall ISOS v5   
 

Palo Alto Palo Alto Firewalls PA 5000 series, PANOS 4.1.0   
 

Recourse 

Technologies 
ManHunt v1.2, 1.21 

 

  

Ruijie Firewall    
 

Securepoint  Securepoint UTM Firewalls    
 

Snort Most versions   
 

SonicWALL 

SOHO3, SOHO TZW, TELE3 SP/TELE3 Spi, PRO 

230, 2040, 3060, 4060, 5060, TZ 100/ TZ 100w, 

TZ 170, TZ 170 Wireless, TZ 170 SP Wireless, TZ 

200/ TZ 200w, TZ 210/ TZ 210w, NSA 240, NSA 

2400, NSA 2400MX, NSA 3500, NSA 4500, NSA 

5000, NSA E5500, NSA E6500, NSA E7500, NSA 

  



E8500, NSA E8510, Management, Application 

control & SSL-VPN logs 

Squid Project Squid Internet Object Cache v1.1, 2.x 
 

  

St. Bernard 

Software 
iPrism 3.2 

 

  

Stonesoft Firewall version 5.5 
 

  

Sun Microsystems SunScreen Firewall v3.1  
 

  

Untangle    

Vyatta System 
Vyatta Firewall -IPv4 Firewall, IPv6 Firewall, 

Zone-Based Firewall 
  

 

WatchGuard 
All Firebox Models v 5.x, 6,x, 7.x, 8.x, 10.x, 11, 

Firebox X series, x550e, x10e, x1000, x750e 
  

Zywall Most versions 
 

  

 

Supported Applications 

SureLog is compatible with the following applications: 

 MS IIS W3C Web Server Logs 

 MS IIS W3C FTP Server Logs 

 DHCP Windows Server Logs 

 DHCP Linux Server Logs 

 MS SQL Server Logs 

 Oracle Audit Logs 

 Print Server Logs 

 Apache Web Server Logs 

 Terminal Server Logs 

 Websense 

 VMware 

 MS  Exchange Mail Server 

 Merak Mail Server 

 McAfee Mail Gateway 

 Zimbra Mail Server 

 MDaemon Messaging Server 

 Trendmicro Web Filter 

 MetaTrader 

 Postfix Mail Server 

 IronPort Email Security Appliances 

 Fortinate DHCP Server Logs 



 Juniper DHCP Server Logs 

 

 

Supported Operating Systems 

SureLog is compatible with the following operating systems: 

 Microsoft Windows 

 Linux/Unix 

Supported Network Devices 
 

SureLog is compatible with the following network devices:  

 Cisco 

 HP 

 Juniper 

 Any SNMP-Enabled Device 

 

Within your enterprise, SureLog can have various possible roles: 

 

 Security Monitor: The SureLog system collects messages and permits a wide assortment of 

message filtering and overrides. The system then provides tools to correlate these messages 

into significant events on the network, especially those related to system security. 

 

 Syslog and SNMP Trap Receiver: The SureLog system collects Syslog and SNMP trap 

messages. The program supports a variety of Syslog and SNMP versions and trap types. Many 

sites may use SureLog simply as a Syslog receiver, whereas other sites may use the SNMP 

trap receiver exclusively, without Syslog support. 

 

 Stand Alone Manager: The SureLog system can operate as a standalone management tool, 

collecting data and providing notifications to users when significant events occur. In 

particular, SureLog is highly useful as a specialized manager for enterprise-wide log 

information. 

 

 Front-End Network Manager: The SureLog system operates as the front-end for other network 

managers and can feed these managers correlated messages, suitable for use with reporting 

facilities. For instance, SureLog has the ability to provide the security-monitoring portion of a 

larger management strategy the organization has established.  

 



 Data Archiver and Reporter: The SureLog system can operate as a data archiving program that 

can store large quantities of messaging information in a compressed format for auditing and 

forensic purposes. SureLog also generates, distributes, and archives summary reports in 

Microsoft Excel format. 

 

 Unattended Data Collector: SureLog can operate in a complete "unattended" manner, 

collecting data without any action from the users. The program incorporates features to trim 

log files and an "Auto-learn" function that will automatically adjust thresholds and parameters 

based on previous data collected. 

 

Introduction to Syslog Protocol 
 

The management of Syslog messages is a valuable, but often overlooked aspect of network and 

business management. Within any enterprise, routers, servers, workstations, and other business 

applications are constantly collecting important error and status information. This data –extremely 

pertinent to business operations- resides in error logs, transaction logs, and event logs on each 

computer. SureLog uses its main messaging protocol, the Syslog Protocol, to aid with these data 

collecting activities. 

Syslog is a simple, yet highly interoperable and well-established component of SureLog. As one of the 

oldest management protocols available, Syslog has proven to be a mainstay of network management 

and one of the best in existence. It has been operated in networks of various complexity levels and is a 

capability that is already built into many of the users’ critical systems.     

SNMP Trap Reception and Processing 
Although the main messaging format of SureLog is in the "Syslog" format, SureLog can process 

SNMP traps as well. In fact, some sites will setup its servers to receive SNMP traps only and not 

necessarily use the system to process Syslog messages. SureLog does not require any SNMP MIBs to 

be compiled or installed. The trap receiver uses a heuristic algorithm to find textual conventions within 

a trap message and compose a readable and pertinent Syslog message. The native Syslog protocol 

encourages the creation of semantically correct messages, which is a feature that is often lacking in 

other SNMP trap receivers. SureLog has a unique capability to convert cryptic SNMP traps into a 

readable text and transparent relay of a message to the Syslog receiver. This furnishes a high degree of 

simplicity and sophistication when conducting such activities.  

SureLog Server Features 
 

High-Speed Message Reception: The SureLog Server is able to operate as the single Syslog and 

SNMP Trap receiver for all devices on a large enterprise network. SureLog can process more than 

5,000 messages per second and can handle burst traffic of more than 25,000 messages. SureLog 

physically tracks and catalogs network devices without a maximum limit, while receiving messages 

from virtually an unlimited numbers of sources without tracking. 

Automatic Aggregating, Correlation, and Reporting of Information: The SureLog Server provides a 

powerful correlation service. The features require minimal configuration and serve as building blocks 

for larger correlation strategies. 

 



Large Scale Data Aggregation, Archiving, and Reporting Ability: The SureLog Server is designed to 

have high-data aggregation ability. It can collect in excess of 1 gigabyte worth of data each day, while 

saving this data for up to 500 days online and for more than 5,000 days offline in a compressed 

format. The archiving function includes MD5 checksums and security codes on data items to support 

detailed forensics. Reports are also generated daily in Microsoft Excel format. 

 

Large-Scale Data Searching Ability: One of the most important functions of the SureLog system is its 

search engine capability. SureLog employs a high-speed, real-time index system. This allows for quick 

searches throughout massive amounts of data. Users can search a terabyte of data for a particular 

keyword in less than one second. 

 

Ergonomic Reception of SNMP Traps: SNMP traps are often faulted by users for being too cryptic 

and difficult to decipher. The SureLog system employs a heuristic method of formatting trap 

messages, assigning these messages with Syslog severity levels and facility codes (so that the received 

SNMP traps make sense in an operational standpoint). The SureLog system receives SNMP traps in 

various formats and versions and converts these traps into readable text for correlation. 

 

 

Chapter 2: System Requirements 
Supported Operating Systems 
 

You can install SureLog on servers that run any of the following operating systems: 

 Microsoft Windows 2012  

 Microsoft Windows 7 

Hardware Requirements 
 

Minimum hardware requirements depend on Events Per Seconds (EPS) values. For a maximum EPS 

value of 250, a 2.3 GHz 4 Core or  equivalent processor with 4 GM RAM and 50 GB hard disk drive  

space is recommended. 

 

Chapter 3: First Time Users 
 

Installing and Uninstalling SureLog 
Download the setup file and begin the installation using Administrator rights on the respective 

machine.  Follow the on-screen instructions as directed.  

Uninstalling SureLog 
Navigate to the Program folder in which SureLog has been installed. In most cases, the user can 

choose Start > All Program > SureLog. Select the option to uninstall SureLog and follow the on-

screen instructions as directed. 



 

Accessing the Web Client 
 

Once the server has successfully started, follow the steps below to access SureLog. 

1. Open a supported web browser window 

2. Enter the URL address: http://<hostname>:8099 (where “<hostname>” is the name of the 

machine on which SureLog is running and 8099 is the default web server port) 

3. Log into SureLog using the default username/password combination of admin/1234 

 

Navigating Through SureLog 
 

By default, once SureLog opens, the Dashboard is available. From this screen, you can navigate to 

various portals such as Reports, Search, Compliance, Correlation, User Management, Settings, and 

Help. 

Login and Log out 
When you open the Login URL from the browser for the first time, you are immediately prompted 

with the username and password screen. After entering the proper credentials, the user is logged into 

the tool. 

Login Procedure: 

 Open the SureLog login page using the login URL 

 Enter the user name in the username field 

 Enter the password in the password field 

 Click Login 

 

 

Logout Procedure: 



 Click the Logout option available under the username menu at the top right corner of the 

screen 

 The application closes and the SureLog Login screen is displayed 

Note: For security reasons, SureLog recommends that users always use the Logout option to 

terminate their SureLog session. By simply clicking Close or Exit, other users may have still 

have access to the tool and thus, the ability to change information. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 4: Performance 
One of the main advantages of SureLog is its performance. SureLog can reach speeds of 50,000 EPS 

with legacy HW. As previously stated, EPS is a measurement that is used to convey how fast a 

network generates data from its security devices such as firewalls, Intrusion Detection Systems (IDS), 

servers, and routers. It is also used to see how fast an SIEM product can correlate data from those 

types of devices. In addition, there are two EPS metrics definitions: 

    Normal or Sustained Events per second (NE): The NE metric represents the normal number of 

events usage time for a device or Log/Event Management scope.  

    Peak Events per second (PE): The PE metric represents the peak number of events usage time for a 

device or Log/Event Management scope. The PE represents abnormal activities on devices that 

create temporary peaks of EPS such as DoS, ports scanning, and mass SQL injections attempts. The PE 

metric is a bit more significant in this case because it determines real EPS requirements. 

 

Minimum Requirements: 

 

Peak EPS 500 1000 2500 5000 10000 15000 25000 50000 

Sustained 
EPS 

250 500 1250 2500 5000 7500 12500 25000 



OS Windows 
64 

Windows 
64 

Windows 
64 

Windows 
64 

Windows 
64 

Windows 
64 

Windows 
64 

Windows 
64 

Web User 5 

CPU Intel 
Xeon 
E5620 @ 
2.40GHz 

Intel Xeon 
E5620 @ 
2.40GHz 

Intel Xeon 
E3-1240 
@ 
3.30GHz 

Intel Xeon 
E3-1240 
@ 
3.30GHz 

Intel Xeon 
E3-1240 
@ 
3.30GHz 

Intel Xeon 
E3-1276 
v3 @ 
3.60GHz 

2 X Intel 
Xeon E3-
1276 v3 @ 
3.60GHz 

2X Intel 
Xeon E5-
2680 v2 @ 
2.80GHz 

RAM 8 12 16 36 48 72 128 256 

Storage 250 GB 
or higher 
on 15K 
RPM 
Drives 

250 GB or 
higher on 
15K RPM 
Drives 

500 GB or 
higher on 
15K RPM 
Drives 

1 TB or 
higher on 
15K RPM 
Drives 

1 TB or 
higher on 
15K RPM 
Drives 

1 TB or 
higher on 
15K RPM 
Drives  

1 TB or 
higher on 
SSD Disk 

1 TB or 
higher on 
SSD Disk 

 

Why Fast EPS Performance Matters 
 

The sooner threats and attacks to network security can be identified, the more effectively they can 

be contained. With the fastest EPS performance available, SureLog provides the tools and data 

necessary to properly monitor security incidents in real-time. With comprehensive incident reporting 

tools, users have instant answers to some of the most important questions like who was involved, 

which systems were affected and how the attack happened. 

 

 

 

Chapter 5: Dashboards 
 

The SureLog application features dashboards on various security topics. Dashboards deliver 

monitoring and reporting metrics to track the state of security throughout the network. These are 

simple to configure and user friendly, while allowing users to read a summary of existing network 

infrastructure data using graphs and tables.  



 

 

The following tasks can be accomplished in the Dashboard portal: 

 Adding a Dashboard Panel  

 Creating a New Dashboard  

 Editing a Dashboard 

 Deleting a Dashboard 

 Selecting a Widget* 

*Widgets: Use the Widgets button to add more Widgets to the Dashboard’s panel 



 

 

Adding a Dashboard Panel 
SureLog provides users with the flexibility to instantly add a panel to the current dashboard layout. 

The dashboard layout is logically divided into Top and Bottom sections. 

1. In the New Dashboard Widget panel, select any widget from list, drag and drop the selected 

panel into the Set Dashboard Layout section. The selected report/monitor is added to the 

dashboard panel. 

Customizing Dashboard View 
To customize the panels available in the dashboard, users can do the following: 

1. Click on the Settings menu 

 
 

2. Select Statistics Reports from the Report Configuration tree based on the user’s requirement 

 



 

3. Select the Create New Report Button 

4. Select report options based on the user’s requirements 

5.  Select the “Add to Dashboard “ option to see this report on Dashboard  

Dashboard views come with preconfigured widgets such as: 

 Event Trends 

 Total SNMP, Syslog, Txt, Win Logs 

 CPU, Ram, HDD 

 Collectors 

 Last Hour- Traffic Details 

 Last Hour - Top Logon Users 

 Last Hour-Top 10 Most Visited Websites 

 Last Hour - Top Failed Logon Users 

 Last Hour- Top Attacks 

 Last Hour- Top Attackers 

 Last Hour - Top Logon Computers 

 Last Hour-Top VPN Users 

 Last Hour- Top VPN Sessions 

You can enable or disable widgets to make them visible or hidden on the Dashboard screen. 



Follow the steps below to install new widget to Dashboard views. 

1. Select Settings 

2. Select Report Configuration 

3. Select Statistics Reports 

4. Click the Create Report button at the top right corner of the screen. 

 
5. Enter the following configurations into the appropriate fields: 

Report Title: Title & name of the widget 

Report Category: Must be empty for dashboard widgets 

Report Table: Select from the available statistics parameters: 

 

 

Traffic Parameters 

 

o Top Hosts – Sent 

o Top Hosts – Received 

o Top Hosts (Sent + Received) 

o Top Protocol Groups – Received 

o Top Protocol Groups – Sent 

o Top Protocol Groups(Sent + Received) 

o Top Users – Sent 

o Top Users – Received 

o Top Users (Sent + Received) 

 

Protocol Parameters 

 

o Top Protocol Groups (Sent + Received) 



o Top Protocol Groups – Sent 

o Top Protocol Groups – Received 

o Top Hosts – Received 

o Top Hosts – Sent 

o Top Hosts – (Sent + Received) 

o Top Users – Sent 

o Top Users – Received 

o Top Users (Sent + Received) 

 

Web Usage Parameters 

o Top Hosts – Sent 

o Top Hosts – Received 

o Top Hosts (Sent + Received) 

o Top Protocol Groups – Received 

o Top Protocol Groups – Sent 

o Top Protocol Groups – (Sent + Received) 

o Top Users – Sent 

o Top Users – Received 

o Top Users (Sent + Received) 

 

 

Mail Usage Parameters 

o Top Hosts – Sent 

o Top Hosts – Received 

o Top Hosts (Sent + Received) 

o Top Protocol Groups – Received 

o Top Protocol Groups – Sent 

o Top Protocol Groups – (Sent + Received) 

o Top Users – Sent 

o Top Users – Received 

o Top Users (Sent + Received) 

o Mail Protocol Group Virus Details 

 

 

FTP Usage Parameters 

o Top Hosts – Sent 

o Top Hosts – Received 

o Top Hosts (Sent + Received) 

o Top Protocol Groups – Received 

o Top Protocol Groups – Sent 

o Top Protocol Groups – (Sent + Received) 

o Top Users – Sent 

o Top Users – Received 

o Top Users (Sent + Received) 

o Top Rules 

 

 



Telnet Usage Parameters 

o Top Hosts – Sent 

o Top Hosts – Received 

o Top Hosts (Sent + Received) 

o Top Protocol Groups – Received 

o Top Protocol Groups – Sent 

o Top Protocol Groups – (Sent + Received) 

o Top Users – Sent 

o Top Users – Received 

o Top Users (Sent + Received) 

 

 

 

Streaming & Chat Parameters 

o Top Streaming and Chat Site 

o Top Sources 

o Top Attacks using Streaming and chat protocols 

 

 

 

Event Summary Parameters 

o Top Hosts 

o Top Protocols 

 

 

 

VPN Parameters 

o VPN User Session time Details 

o Top VPN Users 

o Top Failed VPN Users 

o Top VPN Hosts 

o Top VPN Clients 

o Top VPN Protocol Groups 

o VPN Usage Report 

o VPN Traffic Usage Trend 

o Group VPN Details 

 

 

Firewall Rules Parameters 

o Top Used Rules 

o Top Rules - Protocol Group Based 

o Top Rules - Host Based 

o Top Rules - Destination Based 

 

 



Inbound and Outbound Parameters 

o Top Hosts - Inbound Firewall Traffic 

o Top Hosts - Outbound Firewall Traffic 

o Top Protocol Groups - Inbound Firewall Traffic 

o Top Protocol Groups - Outbound Firewall Traffic 

 

 

Intranet Parameters 

o Top Internal Hosts (Sent + Received) 

o Top Internal Protocol Groups (Sent + Received) 

o Top Internal Servers 

o Top Conversations 

 

 

Internet Parameters 

o Top External Hosts 

o Top External Protocol Groups (Sent + Received) 

o Top External Sites 

o Top Conversations 

 

 

 

Virus Parameters 

o Top Virus Sending Hosts 

o Top Virus Affected Hosts 

o Top Protocols Used By Viruses 

o Top Viruses By Priority 

o Top Virus Files 

o Top Virus with Status 

o Top Virus Generator 

 

 

Attack Parameters 

o Top Attackers 

o Top Targets 

o Top Protocols Used By Attacks 

o Top Attacks By Priority 

o Top Attacks with Status 

o Top Attacker by unique targets 

 

 

Spam Parameters 

o Top Spam Generators 

o Top Spam Receivers 



o Top Spam Rules 

URL Parameters 

o Top Allowed URLs 

o Top Denied URLs 

o Top Allowed Categories 

o Top Denied Categories 

o Top Durations 

 

Windows Parameters 

 

o Top Logon Users 

o Top Logon Computers 

o Top Failed Logon Users 

o Top Failed Logon Computers 

 

Active: Enable/Disable 

Report View: Select a report type as table, graphic, or both 

Chart type: Select from various graphic chart type options such as bar, line, area, etc. 

Add to Dashboard: Select this field in order to show the option on the Dashboard 

Trend Report: By selecting this option, data will be grouped by TIME, meaning that trend reports 

will be available. 

Date Limit: Select a time frame value. If global time is selected, the value will be adjusted to the 

system’s global time which is configured within the reports module.  Other options include: 

 Last Hour 

 Last Day 

 Last Week 

 Last Month 

 Last Three Months 

 Last Six Months 

 Last Year 

Limit Row: Limits the data and row number 

6. Click the Save Report button 

7. Select the Fields option to choose the fields that are displayed on the Dashboard or reports. 

(If uncertain, select all fields.) 

 

 

 

 

 



Chapter 6: Reports 
 

Log Management  
The Log Management module helps users manage and create report views on aggregated logs for all 

collected logs. The Diagnostics module, an extension of the product‘s reporting features, provides an 

in-depth evaluation with a narrow analysis scope. This module is aimed at identifying a specific 

condition or problem. 

To access the Log Management section, click Reports, then Log Management.  

 

Log Management Report Categories: 
 

 

 

 

 

 

 

 

 

 



Each report has sub-reports: 

 

 

In most cases, sub-reports have sub-categories: 

To view cataloged logs: 

1- Select a catalog from the left tree  

2- Select a sub-catalog, if any, or click All Events 

 

 

To configure catalog views: 

1. On the View pane, select the gear button and then configure the log filters and viewed 

columns 

2. To filter logs, select Filter 

3. To configure views or enable/disable columns, select Select Fields 

 



 

 

Select fields to be shown in Views and Reports: 

1. To rename a column, enter the desired name into Column Description 

 

Steps to filter logs: 

1. On the View pane, select the gear button  

2. Click Filter 

 



 

3. Select the desired fields to filter   

4. Logic operators such as “AND” or “OR” can be used between columns (many operators can 

be used to filter the column’s value) 

 

 

Steps for creating dynamic toplist reports: 

1. On the View pane, click the T button near the column where the toplist will be created 

 
2. Select  the appropriate parameters for the toplist 

 

 

Top: N parameters for the toplist 

Count: Initiate a count operation over the selected columns 

Sum: Initiate a sum operation over the selected columns 

Make Operation: Do summation, subtraction, division, or multiplication operations over a counted or 

summed value 

 



 

 

 

 

 

 

 

 

Statistics 
 

SureLog offers a rich set of pre-defined reports that help analyze bandwidth usage to better understand 

network behavior. Reports can be viewed in both graph and table formats. 



 

 

The following reports are generated based on Firewall logs: 

 Traffic Reports 

 Protocol Usage Reports 

 Web Usage Reports 

 Mail Usage Reports 

 FTP Usage Reports 

 Telnet Usage Reports 

 Streaming and Chat Reports 

 Event Summary Reports 

 VPN Reports 

 Inbound and Outbound Traffic 

 Intranet Reports 

 Internet Reports 

 Virus Reports 

 Attack Reports 

 Spam Reports 

 VPN Trend Report 

 URL Categories Report 

     

The Firewall Reports section in SureLog includes reports that are based on Firewall logs. This section 

can be accessed from the left navigation pane or the Reports tab. 

All the reports include links to several sections of the report which can be viewed when the icon is 

expanded or the report bar is clicked.  

Click on each section to navigate to the corresponding section of the report or click the View Report 

link to view the entire report with all of its sections. 



Traffic Reports 

The Traffic Reports section includes reports that show bandwidth usage based on the amount 

of traffic sent and received through the device.  

Protocol Usage Reports 

The Protocol Usage Reports section includes reports that show bandwidth usage based on all 

the protocol groups generating traffic through the device. 

Web Usage Reports 
 

The Web Usage Reports section includes reports on the top protocols under the Web Protocol Group 

that have been used to generate traffic through that device. 

Mail Usage Reports 
 

The Mail Usage Reports section includes reports on the top protocols under the Mail Protocol Group 

that have been used to generate traffic through that device. 

FTP Usage Reports 
 

The FTP Usage Reports section includes reports on the top protocols under the FTP Protocol Group 

that have been used to generate traffic through that device. 

Telnet Usage Reports 
 

The Telnet Usage Reports section includes reports on the top protocols under the Telnet Protocol Grou  

that have been used to generate traffic through that device. 

Event Summary Reports 
 

The Event Summary Reports section includes reports that show the summary of events generated by 

that device. 

VPN Reports 
 

The VPN Reports shows usage statistics, protocols used, and other details across each VPN configured 

behind the firewall. 

Inbound Outbound Reports 
 

The Inbound Outbound Traffic Reports section includes reports that show traffic details when inbound 

traffic (traffic coming into LAN) and outbound traffic (traffic going out of LAN) for the firewall, are 

separated. In order to separate inbound and outbound traffic, intranets must be configured first by 

clicking on the Intranet Settings link from the Settings tab. When configured, the Inbound Outbound 

Traffic Reports shows users which hosts and protocol groups have been contributing the most traffic 

on either side of the firewall. 



Intranet Reports 
 

The Intranet Reports section includes reports that show details of traffic transferred through the 

firewall by the internal hosts (hosts inside the user’s LAN). In order to identify internal hosts, users 

need to first configure their intranets by clicking on the Intranet Settings link from the Settings tab. 

 

Internet Reports 
 

The Internet Reports section includes reports that show details of traffic transferred through the 

firewall by the external hosts (hosts outside the user’s LAN). In order to identify external hosts, users 

need to first configure their intranets by clicking the Intranet Settings link from the Settings tab. When 

configured, all hosts outside the configured intranets will be considered external hosts. 

Streaming and Chat Sites Reports 
 

The Streaming and Chat Sites Reports section includes reports on streaming and chat websites visited. 

 

Virus Reports 
 

The Virus Reports section includes reports that show details on viruses that have been identified by the 

firewall. These reports help in identifying the top viruses and worms that have affected the network, in 

addition to analyzing the extent of damage and the source of the attack. 

 

Attack Reports 
 

The Attack Reports section includes reports that show details of attacks that have been identified by 

the firewall. These reports help in identifying the top attackers, top targets for the attacks, and other 

details (e.g. protocol used, the priority of the attack, and the status of the attack). 

Spam Reports 
 

The Spam Reports section includes reports that show details on spams that have been detected by the 

firewall. These reports help in identifying the top spams that have affected the network, in addition to 

analyzing the extent of damage and the spam attack source. 

URL Reports 
 

The URL Reports section includes reports on the categories of URLs fetched from the Firewall logs. 

The logs contain the URL and the URL category information, in addition to the number of hits on 

each. The URL Report displays the respective firewall, while the graph and table show the categories 

and the number of hits in two lists: Top Allowed Categories and Top Denied Categories. 

Protocol Trend Reports 
 



The Protocol Trend Reports section includes reports that show trends in the amount of traffic 

generated using different protocol groups. Protocol trends help in identifying peak usage times for 

each protocol group, understanding user trends, and enforcing better policies to allow traffic from each 

protocol group. 

Event Trend Reports 
 

The Event Trend Reports section includes reports that show trends in the number of events generated 

across the firewall. Event trends help in identifying malfunctioning hosts and malevolent systems. 

Identifying these types of hosts and systems may eventually lead to enforcing better security policies 

and increasing the network’s security perimeter. 

VPN Trend Reports 
 

VPN Trend Reports help in identifying VPN connections spread over a time period for a particular 

device. Understanding these trends may eventually lead to better VPN policy planning and and 

increase in VPN-usage efficiently. The VPN Trend Reports section includes reports that show trends 

in the number of VPN users connecting across the Firewall or Concentrator. 

 

Schedule Reports 
SureLog generates many reports that help analyze the security and performance over a period of 

time. Using this option, a user can schedule the time at which the reports need to be generated. 

Steps for filtering logs: 

1. Select Schedule button.  

2. Select users (Groups or Users) 

3. Select Schedule option 

4. Select Schedule period 

 



 

Steps for configuring scheduled reports 

1. Select Settings, then Schedule Configuration 

 

 

Combining  Reports 

Multiple reports can be combined into a single report by: 

1. Select Settings 

2. Select Report Configuration 

3. Select Merge Reports 

4. Select Create Report 

 
5. Enter data into the following fields: 

Report Title: Title of the new report 

Report Category: The category to which this report will belong to 

Active: Status 

Columns and Rows : Number of rows and columns desired for this new report  

6. Select Save Report 
 

7. A new frame for creating merged reports will be shown 



 

8. Select an available report from the list using the drag and drop selection method by 

dragging the desired report and dropping it into the desired cell 

 
 

9. Select the Save Report button available at the end of the page 

 

Creating Reports 

Steps for combining reports 

1. Select Settings 

2. Select Report Configuration 

3. Select Reports 

4. Select Create Report 



 

5. Enter data into the following fields: 

Report Title: Title of the new report 

Report Category: The category to which this report will belong to 

Report Table: Logs from which this new report will be created 

Active: To be visible or not 

Record Count Per Row: Select the report table row size 

6. Select Save Report 

7. Select fields and appropriate operator to filter logs 

 
 



8. Select Save Reports 

9. Select appropriate fields to be shown on the screen 

10. Enter a name for each column in the Columns Description field 

 
 

11. Select Save Reports 

Creating Statistics Reports 

Steps for combining reports 

 

1. Select Settings 

2. Select Report Configuration 

3. Select Statistics Reports 

4. Select Create Report 



 
 

5. Enter data into the following fields: 

 

Report Title: Title of the new report 

Report Category: The category to which this report will belong to 

Report Table: Select available statistics parameters from a list 

Active: To be visible or not 

Report View: Select between graphic and/or table view 

Chart Type: Select chart types such as bar chart, line chart, area chart, and column chart 

Add to Dashboard: Select this field to display the data on the Dashboard 

Trend Report: By selecting this option, data will be grouped by TIME which produces trend 

reports. 

Date Limit: Select a time frame. If the user selects global time, the system will be adjusted to 

the system global time, which is configured within the reports module.  Other options include: 

 Last Hour 

 Last Day 

 Last Week 

 Last Month 



 Last Three Months 

 Last Six Months 

 Last Year 

Limit Row: Data limit and Row Number 

8. Click the Save Report Button 

9. The Select Fields form will be shown on the screen. Select the desired fields to display 

on the dashboard or reports. If uncertain, select all the fields. 

Creating Report Categories 
Report categories are used to group related reports (both log management and statistic data). 

Steps for combining reports 

1. Select Settings 

2. Select Report Configuration 

3. Select Report Categories 

4. Select Add Category 

5. Add Report Category 

 
6. Enter data into the following fields: 

Report Category: Name of the new category 

Parent Category: Used to create a category under another available category, otherwise select a 

Main Category  

Active: To be visible or not 

 

Chapter 7: Search 
 



The Search tab offers numerous options for making data searches more precise and efficient in regards 

to the Aggregated Logs Database. 

In Advanced Search, the user can search logs for selected devices from the aggregated logs database, 

in addition to defining matching criteria. 

Sample  search criteria for the Aggregated Logs Database include: Protocol, Source, Destination, User, 

Virus, Attack, URL, Rule, Category, sender mail address, logon type, etc. 

In general, sample Log search criteria can be the following: 

 

Criteria Description 

Protocol 

Refers to the list of protocols and protocol identifiers that are available 

in the Protocol Groups page (Settings >> Protocol Groups) 

example: 8554/tcp, rtsp, IPSec 

Source 
Refers to the source host name or IP address (also in CIDR format) from 

which requests originated  

Destination 
Refers to the destination host name or IP address (also in CIDR format) 

to which requests were sent 

User 
Refers to the authenticated user name required by some firewalls 

example: John, Kate 

Virus 
Refers to the virus name. 

examples: JS/Exception, W32/Mitglieder  

Attack 
Refers to the attack name. 

examples: UDP Snort, IP Spoof 

Severity Refers to the event severity 

URL Refers to the URL desired to search  

Status Refers to the event status 

Rule Refers to the Firewall Rule desired to search 

VPN Refers to the VPN details 

Duration Refers to the duration reference in the log 

Bytes Refers to the bytes transefered information in the log 

Category Refers to the log category 

Device Refers to the device from which logs are collected 

Message Refers to the log message texts stored in the database (DB) 

VPN 

Group 
Refers to the VPN group details 

 If the search string exists, then the search result will be intelligently displayed based 

on the report category in which it occurred. 

 By default, the search is carried out for the time period selected in the Global Calendar 

present . 

 

Chapter 8: Compliance Reports 
 



Regulatory compliance reports are mandated by groups and governmental authorities to assure 

minimum security to IT users in various industries. Non-compliance to these regulatory acts attracts 

penal action and hefty fines to companies and organizations. To ensure credible security and to 

address these mandatory requirements, IT network compliance reports are required. SureLog generates 

major compliance reports required within the IT industry. 

The major out-of-the-box reports available in the SureLog platform are: PCI-DSS, HIPAA, ISO 

27001:2013, FISMA, SOX, and GLBA. In addition, SureLog is the type of software that keeps future 

IT compliance regulations in mind and even offers a custom compliance reports generation feature. 

ISO-27001 and NIST-1075 are some of the regulatory compliance acts for which SureLog can 

support. Even existing compliance reports can be modified to suit the individual and internal needs of 

a company. 

Payment Card Industry – Data Security Standards (PCI-DSS) Compliance Reports 
 

If an organization stores, transmits, or processes customer credit card data, it must observe the 

Payment Card Industry - Data Security Standards (PCI-DSS) guidelines. SureLog ensures 

compliance of the policy’s 10th section, which mandates payment service providers and 

merchants to track and report on all access to their network resources and cardholder data 

using system activity logs. The use and presence of system logs allow forensic analysis to pin-

point the exact cause of an error or break in the networked environment. Without system 

activity logs, it is difficult to determine the exact cause of a compromise. 

 

SureLog covers the following PCI-DSS Requirements: 

PCI-DSS Requirements 10.1 and 10.2.2 - User Access 

 Individual User Action 

PCI-DSS Requirements 10.2.1 and 10.2.3 - Logon 

 Successful User Logons 

 Successful User Logoffs 

 Unsuccessful User Logons 

 Terminal Service Session 

PCI-DSS Requirements 10.2.3 - Policy Changes 

 User Policy Changes 

 Domain Policy Changes 

 Audit Policy Changes 

PCI-DSS Requirements 10.2.6 - System Events 

 System Logs 

 Audit Logs Cleared 

PCI-DSS Requirements 10.2.7 - Object Access 



 Object Accessed 

 Object Created 

 Object Modified 

 Object Deleted 

 Object Handle 

Health Insurance Portability and Accountability Act (HIPAA) Compliance Reports 
 

The Health Insurance Portability and Accountability Act (HIPAA) regulation impacts those 

organizations in healthcare that exchange patient information electronically. HIPAA regulations were 

established to protect the integrity and security of health information, including protecting against 

unauthorized use or disclosure of the information. HIPAA states that a security management process 

must exist in order to protect against "attempted or successful unauthorized access, use, disclosure, 

modification, or interference with system operations". When breach of medical records occurs, 

healthcare service providers may damage their brand value and end up paying a hefty monetary 

penalty. 

SureLog can easily monitor both perimeter devices, such as IDSs, as well as insider activity. 

HIPAA regulations mandate analysis of all logs, including OS and application logs.  

SureLog coveres the following HIPAA policies: 

164.308(a)(1)(ii)(D) - Object Access 

 Object Accessed 

 Object Created 

 Object Modified 

 Object Deleted 

 Object Handle 

164.308(a)(3)(ii)(A) and (a)(4)(ii)(B) - Account Logon 

 Successful User Account Validation 

 Unsuccessful User Account Validation 

164.308(a)(5)(ii)(C) and (a)(6)(ii) - Logon 

 Successful User Logons 

 Successful User Logoffs 

 Unsuccessful User Logons 

 Terminal Service Session 

164.308(a)(7)(i) - System Events 

 System Logs 

 Audit Logs Cleared 



Federal Information Security Management Act (FISMA) Compliance Reports 
All government agencies, government contractors, and organizations that deal and exchange data 

with government systems must follow FISMA compliance guidelines. Organizations have to monitor, 

retain and maintain audit records of all security events as per FISMA. 

The objective of FISMA compliance is to ensure that Federal departments and agencies observe 

measures to mitigate the security risks to critical data. 

SureLog generates reports for the controls specified in the FIPS Publication 200: Minimum Security 

Requirements for Federal Information and Information Systems. This standard specifies minimum 

security requirements for federal information and information systems in seventeen security-related 

areas. 

SureLog covers the following policies: 

Audit and Accountability (AU) - Object Access 

    Object Accessed 

    Object Created 

    Object Modified 

    Object Deleted 

    Object Handle 

 

Access Control (AC) - Logon 

 

    Successful User Logons 

    Successful User Logoffs 

    Unsuccessful User Logons 

    Terminal Service Session 

 

Certification, Accreditation, and Security Assessments (CA) - Security Assessment 

 

    Windows Services 

 

Contingency Planning (CP) - Contingency Planning 

 

    Windows Backup 

    Windows Restore 



 

Identification and Authentication (IA) - User Access 

 

    Individual User Action 

 

Configuration Management (CM) - Configuration Management 

 

    Windows Software Updates 

    Anti-malwares 

    Other Software 

 

Sarbanes-Oxley Act (SOX) Compliance Reports 
 

The SOX Act requires all public companies and public accounting firms to show external auditors the 

accuracy of their financial reporting. 

SureLog permits enterprises to collect, retain and review terabytes of audit trail log data from 

all sources to support IT process controls of Section 404 of the SOX Act. These logs form the 

basis of the internal controls that provide enterprise with the assurance that financial and 

business information is factual and accurate. 

SureLog covers the following SOX policies: 

SEC 302 (a)(4)(A) - System Events 

 System Logs 

 Audit Logs Cleared 

SEC 302 (a)(4)(A) - Process Tracking 

 Process Access 

SEC 302 (a)(4)(B) - Policy Changes 

 User Policy Changes 

 Domain Policy Changes 

 Audit Policy Changes 

SEC 302 (a)(4)(C) - Logon 

 Successful User Logons 

 Successful User Logoffs 



 Unsuccessful User Logons 

 Terminal Service Session 

SEC 302 (a)(4)(D) - Account Logon 

 Successful User Account Validation 

 Unsuccessful User Account Validation 

SEC 302 (a)(5)(A) - Object Access 

 Object Accessed 

 Object Created 

 Object Modified 

 Object Deleted 

 Object Handle 

SEC 302 (a)(5)(B) - User Access 

 Individual User Action 

SEC 302 (a)(6) - Account Management 

 User Account Changes 

 Computer Account Changes 

 User Group Changes 

Gramm-Leach-Bliley Act (GLBA) Compliance Reports 
 

The GLBA mandates that every financial institution should have polices and processes in place to 

protect "non-public personal information" from threats. 

It is necessary that a security management process exists in order to protect against attempted or 

successful unauthorized access, use, disclosure, modification, or interference of customer records. In 

other words, being able to monitor, report, and alert on attempted or successful access to systems 

and applications that contain sensitive customer information. 

SureLog helps organizations comply with the Financial Services Modernization Act (FMA99) 

commonly referred to as the GLBA. Title V of the Act governs the steps that financial 

institutions and financial service companies must undertake to ensure the security and 

confidentiality of customer information. The Act asserts that financial services companies 

routinely collect Non-Public Personal Information (NPI) from individuals, and must notify 

those individuals when sharing their information outside of the company (or affiliate 

structure) and, in some cases, when using such information in situations not related to the 

furtherance of a specific financial transaction. 

 SureLog covers the following policies: 

Section 501B (1) - System Events 



 System Logs 

 Audit Logs Cleared 

Section 501B (2) and (3) - Logon 

 Successful User Logons 

 Successful User Logoffs 

 Unsuccessful User Logons 

 Terminal Service Session  

ISO 27001:2013 Compliance Reports 
 

The ISO 27001:2013 standard enables organizations to meet their Information Security Management 

System (ISMS) requirements by protecting their business-sensitive data, managing,g and minimizing 

the risk exposure to organization's network. 

SureLog helps organizations comply with the ISO 27001:2013 Standard with its out-of-the-box 

reports and intuitive graphical dashboard. SureLog also provides reports control requirements that 

help organizations to record events and generate evidence. It also meets the control requirements 

on authorized user access and prevents unauthorized access to systems and services. 

SureLog covers the following policies: 

Object Access 

 

Controls A 12.4.1, 12.4.2 

 

    Object Accessed 

    Object Created 

    Object Modified 

    Object Deleted 

    Object Handle 

 

Logon 

 

Control 12.4.3 

 

    Successful User Logons 

    Successful User Logoffs 

    Unsuccessful User Logons 



    Terminal Service Session 

 

Policy Changes 

 

Controls A 12.4.1, 12.4.2, 12.4.3, & 9.2.5 

 

    User Policy Changes 

    Domain Policy Changes 

    Audit Policy Changes 

 

System Events 

 

Control A 12.4.2 

 

    System Logs 

    Audit Logs Cleared 

 

User Access 

 

Controls A 12.4.1, 12.4.3, A 9.4.2, 9.2.1 

 

    Individual User Action 

 

Account Management 

 

Controls A 12.4.1, 12.4.3, A 9.4.2, 9.2.1 

 

    User Account Changes 

    Computer Account Changes 

    User Group Changes 

 



 

Chapter 9: Correlation 
 

Why Use Correlation? 
 

Correlation allows users to: 

 Reduce the mass of information to monitor 

 Compensate for inconsistency among security device-generated messages 

 Automate the response after receiving a message 

 Enhance the quality of the diagnosis 

To Reduce the Amount of Information to Monitor 
 

Security administrators and analysts are facing a mass load of information coming from numerous 

security devices. This quantity of information cannot be easily monitored, therefore a grouping 

method must be applied to the various messages. Correlation rules allow for this type of bundling. 

To Automate the Response after Receiving a Message 
Once correlation has been performed and according to the configuration of the correlation rule, an 

immediate action can take place such as the: 

 Automatic creation of an alert 

 Modification of the event’s severity 

 Sending of an alert or event from one SMP to another in a multi-instance environment 

 Mailing of the event to contacts 

 Automatic creation of an incident from the alert 

 Creation of a scenario based on rules 

To Enhance the Quality of the Diagnosis 
 

By using the Asset Database, the correlation process can meet a user’s business security demand. 

Once a user’s business environment has been correctly configured in SureLog (vulnerabilities, list of 

computers, etc.) and with the help of the events generated by vulnerability scanners, a user can obtain 

an alert with information about the installed base. Therefore, an alert linked with a critical server from 

the asset database will be considered more important than an alert about a less sensitive server. Its 

severity will be modified and the alert will be processed by priority. The information contained in the 

asset database will also be taken into account to fill the alerts’ messages such as the IP address of a 

workstation. 

To Compensate for the Lack of Consistency Among Security Device-Generated Messages 
 

Messages generated by equipment are very different. Through correlation and standardization, 

messages will be classified so that events with the same information will always have the same 

description. 

For example, if a detected port scan occurs, the following happens: 



 a Checkpoint firewall will generate a Port Scanning message 

 a NetASQ firewall will generate a Possible port scan message 

 a Snort detection probe will generate a Port Scan detected message 

Therefore, all these events can be correlated into one alert, simply titled “Port Scan”. 

SureLog Correlation GUI 
 

The Correlation view is used to create, configure, and manage a user’s rules. Rules are used to monitor 

and respond to alert traffic. They permit for an automatic notification or response to security events in 

real-time, whether a user is monitoring the WEB Console or not. When an alert or a series of alerts 

meets a rule's conditions, the rule automatically takes action. This includes actions like notifying the 

appropriate users or performing a particular active response. A user can use the view's Rule Creation 

tool to create custom rules and variations to any existing rules. 

The SureLog also comes equipped with a set of preconfigured rules that a user can begin using 

immediately. Moreover, a user can work with the view's Rule Creation tool to create custom rules and 

variations on any existing rules. 

In addition, SureLog allows users to work with preconfigured template rules or create rules using a 

wizard.  For those users with java knowledge, SureLog allows code development. 

 

SureLog Advanced Correlation Engine 
 

A correlation engine is a software application that programmatically understands relationships. 

Correlation engines are used in systems’ security tools to aggregate, normalize, and analyze event log 

data using predictive analytics and “fuzzy” logic to alert the system administrator when there is a 

problem or risk.  

Sample Correlation Rules 
 

The following are sample correlation rules supported by SureLog” 

User Authentication  

 Alert on 5 or more failed logins in 1 minute on a single user ID  

Attacks on the Network  

 Alert on 15 or more Firewall Drop/Reject/Deny Events from a single IP Address in one 

minute  

 Alert on 3 or more IPS Alerts from a single IP Address in five minutes 

Virus Detection/Removal  

 Alert when a single host sees an identifiable piece of malware  

 Alert when a single host fails to clean malware within 1 hour of detection 

 Alert when a single host connects to 50 or more unique targets in 1 minute  

 Alert when 5 or more hosts on the same subnet trigger the same Malware Signature 

(AV or IPS) within a 1 hour interval  



Web Server  

 Files with executable extensions (cgi, asp, aspx, jar, php, exe, com, cmd, sh, bat) are 

posted to a web server from an external source  

Black-listed applications  

 Alert when an unauthorized application (e.g. Teamviewer, LogmeIn, Nmap, Nessus, 

etc.) is run on any host  

Monitored Log Sources  

 Alert when a monitored log source has not sent an event in 1 Hour  

User Activity Reports  

 All Active User Accounts (any successful login grouped by account name in the past 

XX days)  

 Active User List by Authentication type  

a) VPN Users  

b) Active Directory Users  

c) Infrastructure Device Access (Firewalls, Routers, Switches, IPS)  

 User Creation, Deletion, and Modification (A list of all user accounts created, deleted, 

or modified)  

 Access by any Default Account – (Guest, Root, Administrator, or other default 

account usage)  

 Password resets by admin accounts in the past 7 days.  

 

Access Reports  

 Access to any protected/monitored device by an untrusted network  

a) VPN Access to Server Zone  

b) Access by a Foreign Network to Server Zone   

Malware 

 A list of host addresses for any identified malware or attack - grouped by malware 

name   

 A count of any given malware (grouped by Anti-Virus Signature) over the past XX 

days 

Email activity  

 Top 10 email subjects  

 Top 10 addresses to send email  

 Top 10 addresses to receive email  

 Top 10 addresses to send email with the largest total size (MB)  

 Top 10 addresses to receive email with the largest total size (MB)  

Web Content  



 Top 10 destinations by domain name  

 Top 10 blocked destinations by domain name  

 Top 10 blocked sources by IP address  

 Top 10 blocked categories  

 Total sent and received bytes grouped by IP addresses   

User Account activity  

 Top 10 failed logins  

 

 

Out-of-the-Box Correlation Rules 
 

SureLog provides more than 500 pre-defined rules on various categories such as Group Management, 

User Management, Machine Management, Authentication, Windows Firewall rules, Authorization, 

Audit Policy, and Software Management. 

 

The SureLog Correlation engine is different and very powerful while containing simple rules such as: 

 

 

 

 



SureLog has also more complex rules that: 

1. Look for a new account being created followed by immediate authentication activity from that 

same account. It would detect the backdoor account creation followed by the account being 

used to telnet back into the system 

2. Check whether the source of an attack was previously the destination of an attack (within 15 

minutes) 

3. Check whether there are 5 events from host firewalls with severity 4 or greater in 10 minutes 

between the same source and destination IP 

4. Detect an unusual condition where a source has authentication failures at a host, but is not 

followed by a successful authentication at the same host within 2 hours 

5. Detect the same source having excessive logon failures at distinct hosts 

6. Look for a new account being created, followed shortly by access/authentication failure 

activity from the same account 

7. Detect potential server compromise 

8. Detect logon attempts to disabled accounts 

9. Detect account lockout caused by excessive logon failures 

10. Monitor new service installation 

11. Monitor system access outside of business hours 

12. Detect an unusual condition where a source has authentication failures at a host, is not 

followed by a successful authentication at the same host within 2 hours 

 

 

Advantages of SureLog Correlation Engine 
 

Below are some advantages of SureLog: 

 It’s fast -Supports 50,000 EPS with thousands of rules 

 

 It can trace multiple logs with different types within a defined time frame. A sample rule to 

support this advantage is: Detect an unusual condition where a source has authentication 

failures at a host, but is not followed by successful authentication at the same host within 2 

hours 

 

 It can correlate different logs (Example: Windows User Creation Event and Telnet Event) 

according to related fields. A sample rule to support this advantage is: Look for a new 

account being created followed by immediate authentication activity from that same account. 

It would detect the backdoor account creation followed by the account being used to telnet 

back into the system 

 

 It can trace a log being created with desired parameters or not. A sample rule to support this 

advantage is: Detect an unusual condition where a source has authentication failures at a host, 

is not followed by a successful authentication at the same host within 2 hours 

 

 It can audit privileged user activity such as new account creation for greater operational 

transparency 

 

 It can correlate privileged user behavior with specific network activity. A sample rule to 

support this advantage is: Look for a new account being created followed by immediate 



authentication activity from that same account. It would detect the backdoor account creation 

followed by the account being used to telnet back into the system 

 

 Its correlation rule editor is simple to use 

 It has multiple filtering options  

 

 It has a compression-based correlation feature:  SureLog can monitor multiple occurrences of 

the same event, removes redundancies, and reports them as a single event 

 

 It has a threshold-based correlation: SureLog has a threshold to trigger a report when a 

specified number of similar events occur 

 

 It has a filter-based correlation: SureLog Inspects each event to determine if it matches a 

pattern defined by a regular expression. If a match is found, an action may be triggered as 

specified in the rule. 

 

 It has a sequence-based correlation: SureLog helps establish causality of events. Events can be 

correlated based on specific sequential relationships. For example, synchronizing multiple 

events such as “Event A” being followed by “Event B” to trigger an action. 

 

 Its time-based correlation is useful for correlating events that have specific time-based 

relationships. Some problems can be determined only through temporal correlation. For 

example, time-based correlation can be used to implement cleanup rules given a specific 

interval 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Template Rules 
Template rules are preconfigured rules. The SureLog platform comes with a set of preconfigured rules 

that users can begin using immediately: 

 

. 

 

 

Steps for using template rules: 

1. Select Correlation 

2. Select Template from the left pane 

3. Select a sub-rule category 

 
4. Select a rule, then select the Update button 

5. Update the required fields: 

 

 Rule Name 

 Rule Description 

 Category 

 Sub-Category 

 Active 

 Email: 

 Username 

 URL 

 Computername 



 SRC 

 DST 

 

 

 

 

 

Steps for cloning template rules: 

1. Select Correlation 

2. Select Template from the left pane 

3. Select a sub-rule category 

 
4. Select a rule and then select the Copy Rule button 

5. Enter data into the Rule Name and Rule Description fields 

 

 

 

 

 



 

 

Enabling a rule 
 

SureLog only uses enabled rules and ignores all other rules. Therefore, SureLog cannot use rules until 

the user enables them. This is done using the Correlation menu and activating selected rules. However, 

before activating any rule, the user must update them. 

To enable rules:  

1. Open the Correlation view 

2. In the left pane, select the folder that contains the rules desired to enable (Template or Wizard) 

3. In the Rules grid, select the rule (or rules) for enablement 

4. Enable the rules as follows: 

To enable a single rule, click the Activate Selected button and then click Enable 

To enable multiple rules, select the rules first and then click the Activate Selected button, 

followed by clicking on Enable 

Each preconfigured template has a default action. As previously stated, in order to activate rules, they 

must be updated: 

To update rules: 

1. Open the Correlation view 

2. In the left pane, select the folder that contains the rules desired for updating (Template or 

Wizard) 

3. In the Rules grid, select the rule (or rules) for updating 

4. Click the Update button  

 

 

The Update Rule Window features the rule description and provides an option to include 

more information like user data, source, destination host, and even an email adress. To do 

this, a user will: 

1. Specify the Source User(s), who is to be included in the correlation rule processing 

2. Specify the Source Host(s), who is to be included in the correlation rule processing 

3. Specify the Destination Host(s), who is to be included in the correlation rule 

processing 

4. Specify an email adress, which will be used to send alert notifications 

 

 

 

 

 

 



 

 

Chapter 10: Creating Custom Correlation Rules 
 

A user can create rules by using template rules or the wizard.  

To create rules using the wizard: 

1. Open the Wizard view. 

2. Click the Create Rule button 

3. Enter data into the Rule Name and Rule Description fields (required) 

 
 

4. Click the Add Object button 

 

 

5. Enter data into the following fields: 

Object Name: Select a log type 

Depends on time: Used to select a log threshold value (defines a threshold for the correlations) 



 

Choose Time Period:  Select a rule activation time period (in work hours or not) 

6. Select the log fields (each log type has its own fields) 

   

 

 

 



 
 

Note the available logic operators: 

 

7. If the user wishes to define relations between logs, they can add another log object 

 



 
 

 If the user wishes to establish a time relation between logs, select After Time.  A sample rule 

that can be used in this scenario would be: Detect an unusual condition where a source has 

authentication failures at a host, but is not followed by successful authentication at the same 

host within 2 hours 

8. The user can connect log objects with AND, OR, or NOT logic operators as shown below: 

 

 
 

 

9. The user can then link multiple logs by selecting the link button  and connect log fields 

with each other. The user can link as many fields as they require. 

 

Example: Windows log, Computername, is connected to the Firewall Log called SRCNAME 

 
 

10. The user then proceeds to define actions as an email or command execution 



Chapter 12: Settings 

 

Applying Configuration Changes 
After any configuration change, the changes must be applied 

Steps for filtering logs: 

1. Select Settings 

2. Then selet the option to update changes 

Changing Theme  
Steps for changing theme, company name, Logo, etc.: 

1. Select Settings 

2. Enter General Settings 

Managing Protocol Groups 

A protocol group is a set of related protocols typically used for a common purpose. The 

Protocol Groups link lets a user define protocols as well as protocol groups, so that they can 

identify traffic that is unique to their enterprise. Most of the common enterprise protocols are 

already included in SureLog under appropriate groups. 

Some of the important protocol groups include the following: 

Protocol Group  Protocols Included  Description 

Web  HTTP, HTTPS, Gopher  Includes protocols used to access IP traffic (the Internet) 

Mail  POP, SMTP, IMAP  Includes protocols used to send or receive e-mail traffic 

FTP FTP, TFTP, FTPS Includes protocols used to transfer files through FTP 

Telnet  Telnet  Includes protocols used to access telnet services 

Click the Protocol Groups link to view the list of protocol groups and the corresponding 

protocols. The View by Group box lets the user view the list one protocol group at a time. 

The Unassigned protocol group contains all the protocols that are not assigned to any group. 

Some firewalls interpret protocols at Layer 4 (Application Layer), which means that a 

combination of port and protocol is identified as an application and written into the log file. 

For example, TCP Protocol on Port 80 is identified as HTTP traffic. Hence, HTTP is shown 

in the Protocols column. Other firewalls interpret protocols at Layer 3 only, which means only 

the port and protocol values are written into the log file. Therefore, in the same example, 

TCP/80 is shown in the Protocols column. 

 

  



Operations on Protocols 

Click the Delete icon next to a protocol to delete it from the protocol group. Once a protocol 

is deleted, all the database records related to that protocol will be deleted. Click the Move 

icon to move a protocol from the current protocol group to another. 

Click the Add Protocol link or the add icon next to it to add a new protocol and assign it to a 

protocol group. Remember to enter the protocol value exactly as it appears in the log file. If 

you want to add it to a new protocol group, click the add icon next to the Protocol Group text 

box to add a New Protocol Group and enter the name of the new protocol group, followed by 

clicking the Add option. From the list of Available Protocol Identifiers, move the required 

protocols to the Selected Protocol Identifiers to be included in this protocol group. Please note 

that a protocol can belong to only one protocol group at a time. 

Click the Add Protocol Identifier link or the Add icon to add a new protocol identifier.  

Operations on Protocol Groups 

Click the Add Protocol Group link or add icon next to it to add a new protocol group. In the 

pop-up window that is presented, enter a unique group name and a short description. From the 

list of protocols currently not assigned to any protocol group, choose the protocols to be 

included in this protocol group. Please note that a protocol can belong to only one protocol 

group at a time. 

 Select the protocol group from the list and click the Edit Protocol Group option or Edit icon 

to edit the properties of that protocol group. In the pop-up window that is presented, that user 

can edit the protocol group's description, add currently ungrouped protocols, or remove 

existing protocols from this protocol group. 

To delete a protocol group, select the protocol group from the list and click the Delete 

Protocol Group link or the Delete icon next to it. The protocol group is deleted\ and all 

associated protocols are put in the Others protocol group. 

 

Log Configuration 
 

The Syslog Server Settings page lets a user manage the various virtual syslog servers set up to receive 

exported logs at different ports. 

The defaulted listener ports for the Syslog server in SureLog are 514 and 1514. If the user’s firewalls 

are exporting log files to either of these ports, no virtual syslog servers are required. 

The Syslog Servers table shows the various virtual syslog servers set up so far, along with their IP 

address, listener port, and status. A user can delete a virtual Syslog server by clicking the Delete icon. 

Once a virtual Syslog server is deleted, the corresponding listener port is also freed. A user can also 

stop the Syslog collection by clicking the stop icon and restart the Syslog collection by clicking on the 

restart icon. 

Adding a New Log Collector 
 



The Settings tab lets a user configure several system settings for the server running SureLog, as well 

as other settings.  Follow the procedure given below to configure the new log collector: 

 Select the Settings tab in the Web Client. On the left side of the screen, the Log 

Configuration section is presented below the Settings section.  

 

 

Adding a New Syslog Server 
 

The Add Syslog Server box lets a user add a new virtual syslog server and begin listening for a new 

port for exported log files. 

Enter a unique SysLog Server Name for the new virtual Syslog server and the listener port. The Host 

Name/IP Address field is currently not editable and automatically takes the IP address of the machine 

on which the SureLog server is running. 

Click the Add Syslog Server option to add this virtual Syslog server and begin listening for log files at 

the specified port. 

Configuring Log Source Availability Alerts 

In SureLog, alerts can be triggered, if the log source stopped sending logs. The alert trigger is 

configurable and can even be setup to notify users through e-mail. 

  

Follow the procedure below to configure the triggering of alert: 

 Select the Settings tab in the Web Client. On the left side of the screen, the Log 

Configuration section is presented below the Settings section 



 

 

 

Columns Description 

Name 
The name of the log source, for which this alert will be triggered, if 

the log source fails to send logs. 

Sender IP  Log source IP 

Port Port 

Monitoring 

Time 

(seconds)  

The time duration within which a log should be received by the 

SureLog. Failure to receive a log within this time period will trigger 

this alert. 

Log Type Type of log source such as: Fortinate, Cisco, Windows  

  

 

Importing Log Files 

The Import Log Files link lets a user import a log file from a local machine or remotely 

through FTP. The Imported Log Files page displays a list of imported log files, along with 

details such as the host from which it was imported and its status. 

 

SureLog monitors the file or directory for any changes in real-time. In addition, SureLog 

reads a file from the beginning or from a defined starting point.  

File Type: The type of log file to be imported 



Apache Log Type: If the file type is Apache, this field represents a subtype of Apache logs 

Path: A local or map network folder (UNC path) of the log file or directory 

Time Interval: The period for change detection time (ms) in a log file or directory 

File Name Pattern:  The file name selection pattern for the directory monitor 

Log Name: A distinguished log name for the current configuration 

Schedule Configuration 
 

Steps for showing scheduled jobs 

1. Select Settings 

2. Schedule Configuration 

Domain Configuration 
In order to collect Windows events by WMI, the user has 2 options: 

1. Configuring domain settings 

2. Adding each log source individually 

Steps for configuring domain: 

1. Select Settings 

2. Enter domain configuration 

3. Select the Add Domain Server button 

Steps for adding a Windows server: 

1. Select Settings 

2. Enter domain configuration 

3. Select the Add Windows Server button 

 

ARP Table Configuration 
 

Steps for collecting the ARP Table: 

 

1. Select Settings 

2. Enter ARP Table Configuration 
 



 

 

If the user wishes to correlate collected data with the DHCP server logs, they can select the Correlate 

option 

 

Configuring Data Storage Duration 
 

SureLog retains the log data in the database. There, perpetual retention of data in the database as 

well as its archiving uses a large amount of disk space. If disk space is a concern, use SureLog’s 

options to conform to an organization’s policies.  

To provide even more control, SureLog has other options to configure the data retention period for 

the database and statistics separately. 

Accessing the Database 
SureLog lets advanced users access the built-in database and run standard queries. 

Click the Database Console link to open the Database Console page. In the prompt window, enter the 

query to be executed. 

Remember the following when executing a query: 

Table names and table columns are case-sensitive. 

For SELECT queries, set the row limit between 1 and 500.  

Warning: When accessing the database directly, the user is doing so at great risk. Any updates or 

deletions may result in loss of data. 


